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PREFACE

Attack vectors range from advanced ransomware through to unsophisticated 

social engineering techniques are enabling criminals to successfully gain 

access to the networks of leading household brands.

Is your company a target? 

Can your information security defences withstand an attack? 

Today’s cyber criminals 
are targeting multiple sectors,
bringing established global 
businesses to the brink of 
bankruptcy and beyond. 
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Many professionals operating within companies today are vaguely aware of the 

possibility of potential information security events, but under the pressures of 

today’s difficult operating conditions keep this idea in the back of their minds 

rather than considering proactive measures that could be taken.

FOREWORD

The mass ‘working 
from home’ experiment 
forced by the Covid-19 
pandemic has produced 
myriad new opportunities 
for cyber criminals. 
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Proactively 
Detect Threats
Identify and assess your risks within a comprehensive and systematic

framework. Have prior visibility of potential threats and applicable global 

legislation and incorporate plans to ensure readiness.

Assurance First
Where there are niggling doubts and unanswered questions there should be 

assurance. The best defences in the world will not guarantee immunity from a 

data breach or a successful cyber-attack, but good monitoring, detection and 

response times can limit damage, costs, service interruption and permanent 

loss of data and frustrate the efforts of criminal organisations such as those 

behind Maze ransomware and others.

Have Confidence
When Information Security processes are embedded within your organisation 

you can have confidence that the effects of any attack will be minimal.
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What You 
Should 
Know
‘ EVERYTHING FAILS ALL THE TIME ’ 

Verner Vogels, Amazon CTO (2008) 1
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Why Do 
Systems Fail?
Patches are not installed, configuration errors creep in, changes are overlooked 

or forgotten, security exceptions are allowed due to business needs overriding 

the authority of the IT department and hackers develop new tools and 

methods. Incrementally, over time, the security of systems becomes 

compromised.

Are You Sure Your 
Confidential Data Is Safe?
Continually evolving threat landscapes require continually improving 

information security defences.
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Know About An Attack 
before It Happens

Precursor Events
In road safety one of the main precursor events to a road traffic accident is 

hard braking. Therefore, one way to prevent road traffic accidents is to identify 

and analyse instances of hard braking and to put measures in place to prevent 

it from happening.

In Information Security there are a series of precursor events that occur prior to 

a breach, and detecting these events can let you know that your networks are 

being targeted.

Attackers needs to take several steps before they achieve their aim of access-

ing the data they require within the network.

Indicators of Compromise
These steps leave pieces of data, known as Indicators of Compromise (IoC’s), 

which indicate intrusion attempts have taken place. They include artefacts 

such as hashes, domain names or IP addresses in system logs or files.

The presence in your system of Indicators of Compromise is a precursor event 

to an attack.
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The time elapsed between detection of a breach and restoration of service is 

known as the data breach lifecycle.

In the UK, the average time between breach and detection is 256 days . This 

figure comprises 181 days to identify the breach and 75 days to resolve the 

situation and restore service.

Response metrics such as reduction of mean-time-to-detection (MTTD) and or 

mean-time-to-remediation (MTTR) should be measured.

The faster the breach is identified, and normal service resumed, the lower the 

costs to the business.

The Data 
Breach Lifecycle

 Malicious Attack 52%

 System Glitch 25%

 Human Error 23%

Top Three Causes Of A Data Breach2

2

10



The direct and indirect costs of a data breach can be extremely high. In the UK, 

the Information Commissioner’s Office (ICO) is empowered to issue fines of up 

to 4% of the offending organisation’s turnover in the preceding financial year.

On 4th March 2020 Cathay Pacific Airways Limited was fined £500,000. 

Ride sharing company Uber was fined £385,000. 

ICO issued a notice of intention to fine British Airways £183 million.

The average cost of a data breach to UK companies in 2019 was £116 per record 

which did not include the cost of a drop in share price.

The difference in average costs of a data breach between companies with a 

data breach lifecycle of >200 days and <200 days is £855,000 .

Costs of A Breach 

Save £855,000 
in the Event of 
a Breach

3
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Direct and 
Indirect Costs

External Consultants and Legal Services

Loss of Business

Additional Internal Staff Wages

Damage to Credit Rating / Insurance

Additional PR (Countering reputational damage)

Compensation

Penalties and Fines

Improvements to Software & Infrastructure

Training New Staff

Cybersecurity insurance claims paid significantly less than 50% of the true

costs in all but one of the above loss categories .2 
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Information Security
Management Systems
Compliance
Keeping company information and data secure is not only essential for any 

business but is a legal imperative.

Differentiate Your Business
Differentiate your business from your competitors with accredited certification 

in Information Security Management and as a result, compete for work that 

your competitors are excluded from tendering for.

Be Proactive
Having an Information Management System in place will prove to clients and 

potential clients that your organisation is proactively managing its information 

security risks.
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Retain Increasingly Security
Conscious Clients
As the requirements for information security management become more 

widespread, a management system will help you to retain your client base by 

staying in step with your clients’ ever-increasing information security 

requirements.

Eliminate Hidden Cyber Threats 
In Your Supply Chain 
A management system will help you to identify and eliminate hidden cyber 

threats in your supply chain – protecting your own data and that of your 

high-value clients from potentially unreliable business partners.

Reduce Time And Effort Spent 
On Security Questionnaires
Companies with an Information Security Management system are often not 

required to complete information security questionnaires from clients and 

potential clients, or are required to complete fewer sections.
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Internationally Recognised And
Increasingly Required
ISO 27001 is a globally accepted standard demonstrating that Information 

Security is under management control.

Accredited certification to ISO 27001 is increasingly required as a prerequisite 

by governments and global corporations in order to reduce cyber threats in 

supply chains.

Why 
ISO 27001 
Is Right For 
Your Business
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Clear Visibility Of 
Significant Risks
An ISO 27001 management system provides a framework and establishes a 

benchmark for operations.

Being confident that you have clear visibility of the issues which present a 

significant risk to your organisation helps you to prioritise resources to address 

the risks.

Strengthen Credibility 
And Enhance Reputation
Build on your existing credibility and reputation – let your client base know that 

you are continually improving your information security management in line 

with their increasing requirements.

Automatically Gain
Entry to New Markets
ISO 27001 certification demonstrates that your organisation has the skills and 

expertise to work with restricted markets such as government departments, 

major organisations and their supply chains .

Reduce Time And Effort Spent 
On Responding To Enquiries
The first qualifying question is often ‘Do you have ISO 27001 certification’?

16
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Be Smart: 
Insist On UKAS
Government departments, defence and global corporations insist on

accredited information security management systems because of the increased 

levels of assurance embedded within accredited certification.

EXAMPLE:

Defence Equipment & Support (DE&S)

DE&S … and is looking to appoint … UKAS accredited body to certify DE&S 

Corporate IT to ISO 27001:2013 standards .

Success Factors
In order to be successful, implementation of an Information Security 

Management System certified to ISO 27001 should be addressed at strategic, 

tactical and operational levels. 

UK Government 
Specifies UKAS 
Accreditation

5
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Your Unique Case
Questions To Ask
          Is our organisation compliant?

          What are our most significant information security risks?

          Is our sector a target?

          Is our industry a target?

          Is our company a target?

          Is our data secure?

          How well is our information protected?

          Who are the threat actors?

          What are the attack vectors?

          What are the most effective
          countermeasures?
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We advise our clients on how to identify and address information 

security risks.

We provide consultancy services for implementation of ISO 27001.

We advise our clients on the differences between certification 

bodies and on how to choose a certification body that will meet 

their requirements.

We advise our clients on the key strategic decisions to make to 

ensure timely and successful certification.

We identify key success factors that will ensure the smooth 

operation of the implementation project.

Internal audits and attendance at external audits.

Setting a timeframe.

Creating a project team.

What Vassallo 
Associates Can 
Do For You
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Who’s Who In ISO 27001
ISO

International 
Organisation for
Standardization

IEC

International
Electrotechnical
Commission

IAF

International 
Accreditation 
Forum

UKAS

United Kingdom 
Accreditation
Service

BSI

British
Standards 
Institute

Accredited
Management 
System 
Certification
Bodies

Everyone Else...

Develop & publish
international standards

Develop & publish 
international standards 
for electrical, electronic & 
related technologies

World association 
of Conformity Assessment 
Accreditation Bodies

Assess standards 
organisations in the UK 
against internationally 
agreed standards including
ISO and others

National Standards Body 
for the UK and also an
accredited Certification 
Body

Certification bodies 
accredited by UKAS. There
are a few hundred of these 
which can be found listed 
on the UKAS website.

Certification bodies
not accredited by UKAS 
and operating outwith all 
of the above controls

ISO IEC 
27001:2013 

ISO IEC
27001:2013

Accredit one 
national 
organisation 
per country
(per field). 
For the UK 
this is UKAS.

Started life
in 1901 as 
Engineering
Standards 
Committee

Alcumus
BSI
Bureau Veritas
DNV 
Lloyds Register
SGS etc.

ISO IEC 
27001:2013

ISO IEC 
27001:2013

If you partner with other 
organisations, e.g. in the US,
you should check that they are 
accredited by ANAB or
equivalent. Otherwise they 
could be ‘just anyone’ operating 
outwith standards or oversight.

Develops and produces the 
official British Standards with
BS in the title.

UKAS List of all accredited 
certification bodies in the UK:

Unaccredited management 
systems are subject to their
own rules which are not 
governed by official bodies. 
Many do not need to be 
audited. They issue unaccre-
dited, essentially meaningless
certificates very cheaply.
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Contact Vassallo Associates 
today to book a free readiness 
assessment where one of our 
consultants will be happy to 
ascertain and advise what is 
required for your business to
implement the ISO 27001 
Information Security 
Management System.

 

UK

Vassallo Associates (UK) Ltd.

75 King William Street London EC4N 7BE

www.hvassallo.com
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Disclaimer 

This document has been produced to provide general guidance on matters of interest only and does not constitute 
professional advice. 
You should not act upon the information contained in this proposal without obtaining specific professional advice. 
No representation or warranty (express or implied) is given as to the accuracy or completeness of the information 
obtained in this proposal, and to the extent permitted by law, Vassallo Associates do not accept or assume any 
liability, responsibility or duty of care for any consequences of you or anyone else acting, or refraining to act, on 
the information contained in this document or any decisions based on it. 

© 2022 Vassallo Associates. All rights reserved.

 +44 (0) 203 7862 131
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